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Abstract

This article examined the factors of telehealth, data privacy, and cybersecurity in today’s
healthcare environment and discusses what key issues should be addressed and what effective
solutions should be implemented and their implications for STEM Education. As telehealth
brings more opportunities for the delivery of care, patient data have emerged as critical areas
of concern. This paper aimed at discussing the telehealth data privacy concerns, the current
and future cybersecurity threats facing healthcare systems, and recommended ways of
enhancing these two areas. Based on a literature analysis and interviews with telehealth
experts, this paper identifies that telehealth has unique advantages and opens specific security
threats. The studies demonstrate the importance of enhanced data security policies, better IT
systems to prevent unauthorized access, and constantly evolving legislation to safeguard the
patient’s life and their personal information. The implications of telehealth, data privacy, and
cybersecurity for STEM Education are these three contexts can be used as the contexts in the
science learning process.
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INTRODUCTION
Telehealth is an area that has brought major change to healthcare because it offers

several features that make them attractive since they offer care from a distance, and this can

be very essential in the case of patients from rural or other areas that are not well served

(Oderanti et al., 2021). Telehealth as a means of overcoming in-person barriers to healthcare

became unspeakably popular during the COVID-19 pandemic. This growth has provided the

elements of timely consultation, monitoring of patients, patient engagement, and more, but

with the increase came issues of data security and system compatibility. Some of the critical

use cases include telemedicine, telecare, and m-health solutions, all of which are essentially

founded on the use of data transfer and storage (Nandan et al., 2022).

Telehealth has continued to grow, thus putting health data privacy and cybersecurity

into further spotlight in the health sector (Nissar et al., 2024). Such information is particularly

valuable: patient data includes medical histories, diagnoses, and treatment plans. This makes

healthcare the primary intentional sector to be hit with cyber threats that may include data

theft, ransomware, and unauthorized access. This illustrates why it’s important to protect the

sanctity of these systems so patient trust is preserved, care continuity is possible, and

regulatory compliances are achieved. These threats are ever-raised, hence the need to adhere

to proper cybersecurity measures that would protect telehealth systems (Hood, 2021).

STEM Education is acronym for Science, Technology, Engineering, and Mathematics

Education (Bybee, 2013). Currently, many subjects can be used in the STEM Education

contexts (Holmlund et al, 2018). The telehealth, data privacy, and cybersecurity can be used

as the contexts in STEM Education.

The aim of this research is to understand the existing situation regarding data privacy

and cybersecurity in telehealth and to present recommendations for further development and

their impications to STEM Education.

METHOD

Research Design

The method used in this research is qualitative research that combines a systematic

literature review and a case study. Indeed, qualitative research is highly appropriate in

sensitive areas such as data protection and IT security since they present various and layered

phenomena (Lim, 2024). This design enables the analysis of how technological, regulatory,

and operational enablers and inhibitors of telehealth work (Bu et al., 2022).
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Data Collection Methods

Primary data was obtained by administering semi structured questionnaires to

healthcare workers, policymakers, and IT experts in the area of telehealth (Watt et al., 2022).

These interviews gave the perception of the actual and more problematic aspects operating in

the process of data safety and security within telehealth systems. Secondary data was also

obtained from health care policies, data privacy laws, and other related guidelines to support

the study with a regulatory perception.

Data Analysis Techniques

Thematic analysis was used on the interview transcripts and documents reviewed to

establish the patterns and themes that dominated the data (Christou et al., 2022). This

approach provided a framework for organizing data into key themes: the new emergent type

of healthcare delivery, the role and impact of telemedicine, barriers to telehealth, risks to

privacy, and cybersecurity threats. Evidently, what remains clear is that using qualitative

analysis software helped in enhancing coding accuracy to capture specific themes.

RESULTS AND DISCUSSION
Overview of Findings Related to Telehealth Challenges

The research shows that telehealth systems face several problems, such as

technological, integration, and legal. For instance, many healthcare providers cannot integrate

telehealth into existing electronic health record (EHR) systems because of compatibility

problems. Further, inadequate technological resources, namely the internet in distant areas,

also make it difficult for telehealth to be adopted (Siddiquee et al., 2020). Legal and ethical

issues are also occasioned by the variability of laws regarding data privacy across borders

(Garetto et al., 2022).

Discussion of Implications of Data Privacy and Cybersecurity in Healthcare

Such issues are of great importance in relation to the importance of security in the

storage and transmission of sensitive patient information in the context of telemedicine.

Cybersecurity threats in telehealth include ransomware, phishing, and internal threats. Breach

prospects are awful (Sharna et al., 2024). Vulnerabilities may involve gaining unauthorized

access to patient records or street impersonation. These conclusions point to the fact that

stronger data encryption as well as improved authentication measures and more frequent

security audits are needed in order to defend telehealth platforms from the advancing threats

of cyber terrorism.



Jurnal Pendidikan Abad Ke-21, Vol.3, No.1, 2025, pp. 1-7
e-ISSN 2987-1468. DOI. 10.52889/jpak.v3i1.655

4

Key Points and Their Implications for the Field

The results draw attention to the relevance of telehealth in healthcare, which provides

ease and access but at the same time requires more focus on safety. Specific conclusions are

the following: specialized cybersecurity safeguards have to be revised on a regular basis;

higher levels of protecting one’s privacy have to be implemented; patients have to be trained

in security best practices (Javaid et al., 2023).

Overview of Telehealth Challenges

The barriers that became significant over the past years to the basic adoption of

telehealth include geographical limitations in providing remote assistance along with the

reluctance of the health practitioners in providing the services due to the quality of care and

the communication with the patients (Cortelyou-Ward et al., 2020). These issues are to be

solved by infrastructure development and the creation of an environment for acceptance

through education and awareness.

Privacy Concerns in Telehealth Systems

Telemedicine raises privacy concerns because there is always the risk of unauthorized

access to personal health information (PHI) (Vikash, 2022). It is important for telehealth

providers to be consistent with protective measures such as the Health Insurance Portability

and Accountability Act (HIPAA) in order to gain the confidence and trust of patients.

Cybersecurity Threats in Telehealth Systems

Telehealth systems are susceptible to different cybersecurity risks, including malware,

ransomware, and phishing attacks. Healthcare providers must put up some high security

measures, such as maintaining system updates, installing intrusion detection systems, and

enforcing strong access controls, among other effective measures to secure patient data.

Strategies for Enhancing Data Privacy in Telehealth Systems

To improve the privacy of the information in telehealth, providers should require the

use of some extra access layers, including the use of end-to-end encryption methods as well as

putting into practice the use of data minimization principles (Nowrozy, 2024). Providers also

have frequent software upgrades together with staff briefings to enhance the required

standards in safeguarding the data to avert such invasions.

Measures for Strengthening Cybersecurity in Telehealth Systems

Healthcare organizations need to bring in essentials like security performers’ check-

ups and constantly improve their institutions, advanced intrusion detection, and proper

incident response plans (Sharma et al., 2024). That way, third-party partners meet set security

standards, hence the need for vendor due diligence.
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The implications of telehealth, data privacy, and cybersecurity for STEM Education

The telehealth, data privacy, and cybersecurity can be used as the contexts in the

learning process. Telehealth can be used the contexts on the science learning process on

biology concepts. When science teachers teach about biology concepts, the telehealth can be

used as a context to start the learning process. Then, science teachers can ask students to find

problems in the daily life activities related to teleheath and solve that problem by creating the

technology to solve that problem. The data privacy also can be used the contexts on the

science learning process on technology concepts. When science teachers teach about

technology concepts, the data privacy can be used as a context to start the learning process.

Then, science teachers can ask students to find problems in the daily life activities related to

data privacy and solve that problem by creating the technology to solve that problem. The

cybersecurity also can be used the contexts on the science learning process on technology

concepts. When science teachers teach about technology concepts, the cybersecurity can be

used as a context to start the learning process. Then, science teachers can ask students to find

problems in the daily life activities related to cybersecurity and solve that problem by creating

the technology to solve that problem.

CONCLUSION
This study underscores the dual impact of telehealth: improving the possibility to get

necessary medical attention while creating issues of data protection and cyber threats. Key

findings identified pertain that adequate security enhancement and legislative changes should

be made in order to prevent patient information theft. The results presented here underscore

the need for strong data protection laws and high-quality cybersecurity guidelines within

telemedicine, which are essential for the growth of digital health care and patient’s trust.

Further research must be conducted on the developments of AI cybersecurity, encryption, and

the dissolution of security and usable, effective, and efficient telehealth design frameworks.

The implications of telehealth, data privacy, and cybersecurity for STEM Education are these

three contexts can be used as the contexts in the science learning process. Future research

should focus on the development of telehealth efficient large-scale data center architecture,

green data solutions, and the enhancement of communication interoperability. Similarly,

studies investigating low-cost security solutions for small-scale providers can help promote

the use of telehealth across the industry.
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